   
The Constitutional Court of Montenegro composed of the following members: Prof. Milan Marković, PhD, as the Court President, and the judges – Miodrag Iličković, Miodrag Latković, Fetija Međedović, Miraš Radović, Đole Sekulović and Desanka Lopičić, pursuant to the provisions of the Article 149, paragraph 1, item 1, and paragraph 2 of the Constitution of Montenegro, and of the Article 28, item 1, Article 32, item 1 and the Article 33, item 5 of the Law on Constitutional Court of Montenegro (OG MNE no. 64/08), at the session held on 18th July 2013, with the majority vote passed the following
DECISION 

I. IT IS ESTABLISHED that the provision of the Article 230, paragraph 2 of the Criminal Procedure Code (OG RMNE nos. 71/03 and 47/06), in the part which reads: ’’to request from the legal entity which provides telecommunication services that the identity check be performed of telecommunication addresses that managed to establish connection at a given time’’, at the time of validity, was not in line with the Constitution of Montenegro. 

II. THIS IS TO DISMISS the proposal and the initiative for the review of constitutionality and legality of the Action Plan for the implementation of the programme for the fight against corruption and organized crime (page 19), which was passed by the Government of Montenegro.

III. This decision shall be published in the Official Gazette of Montenegro. 

R a t i o n a l e
I.1. The motion proposed by six MPs in the Parliament of Montenegro (Koča Pavlović, Vaselj Siništaj, Emilo Labudović, Goran Danilović, Velizar Kaluđerović and Vasilije Lalošević) initiated the procedure for the review of constituionality of one part of the provision of the Article 230, paragraph 2 of the Code and of the measures from the Action Plan, indicated in the operative part above. 

1.1. The initiative for the procedure to be instituted with the view of reviewing the constitutionality of the same legal provisions was lodged by the Network for the promotion of NGO sector – MANS, from Podgorica.
            1.2. Both the motion and the initiative, which are of identical content, state that the part of the provision of the Article 230, paragraph 2 of the CPC, by which the police is authorized to obtain the information related to the identity of telecommunication addresses which managed to establish connection at a given time (so call) without the review done by the court or another independent body, is contrary to the provisions of the Article 40 of the Constitution and the provisions of the Article 8 of the European Convention for the Protection of Human Rights and Fundamental Freedoms; that by signing the agreement with mobile telephony operators the police was granted an unknown scope of authorities; that the European Court of Human Rights in the cases: Copland v. United Kingdom, 2007, item 43; Malone v. United Kingdom, 1989, item 87; Valenzuela Contreras v. Spain, 1996, item 47, established the principles relevant for the interpretation of the right to privacy in relation to the police power to inspect itemized billing statements, which according to the views of the European Court are considered integral element of telephone communication and as such enjoy protection within the scope of the right to privacy from the Article 8, paragraph 1 of the Convention, just as the very content of a telephone conversation enjoys the protection from unlawful interception, irrespective of the fact whether such information were published or used against certain person in a judicial or misdemeanour procedure); that in the judgments Kruslin v. France (1990), Huvig v. France (1997) and Valenzuela Contreras v. Spain (1996) minimum safeguards were established to be provided for by the law in order to avoid the abuse of authority by public bodies on the occasion of intercepting telephone conversations and inspecting the itemized billing statements, or the numbers called: defining categories of persons whose phone numbers may be tracked based on court decision, criminal acts subject to such measures and restrictions related to telephone tracking, the procedure of drafting summarized reports on intercepted calls and precautionary measures in order for intact and complete recordings to be submitted for inspection to the court or defence, as well as the circumstances under which the recordings can or must be deleted or destroyed, especially in case of an acquitting judgment; that by the measure on page 19 of the Action Plan the Government extended the police powers from the part of the challenged provision of the Article 230 of the Code enabling thus the police to receive citizens’ itemized billing statements without court review. 

1.3. In the opinion of the Government of Montenegro it is stated: that with the purpose of detecting criminal acts and their perpetrators, the provisions of the Article 230 of the CPC defined the duties and the powers of the police in pre-trial procedure; that according to these provisions, the police is obliged to undertake the necessary steps in order to find the perpetrator of a criminal act (…); that in case of investigative actions from the part of the provision of the Article 230, paragraph 2 of the Code related to police powers to request from the legal entity which provides telecommunication services to check the identity of telecommunication addresses which managed to establish connection at a given time, it does not concern technical recording or intercepting of telephone conversations, which can be ordered by the court as a surveillance measure, but an operative action aimed at finding the perpetrator and that in this way the right to privacy is not interfered with; that the Action Plan for the implementation of the Programme for the fight against corruption and organized crime cannot be subject to Constitutional Court review procedure. 

1.4. The Constitutional Court held that on the day of the coming into force of the Criminal Procedure Code (OG MNE nos. 57/09 and 49/10), i.e. on 1st September 2012, ceased to be valid the CPC of the Republic of Montenegro “OG RMNE” 71/03 and 47/06, thus also the challenged part of the provision of the Article 230, paragraph 2 of the Code. Since the procedure in this case was instituted prior to the cessation of validity of the former Code, the Constitutional Court considered the constitutionality of the challenged provision at the time of its validity, pursuant to the provision of the Article 149, paragraph 2 of the Constitution.  

1.5. The challenged part of the provision of the Article 230, paragraph 2 of the Code
, prescribed as follows: 

Article 230, paragraph 2

 (1) (…)

In order to fulfill the duties referred to in paragraph 1 of this Article, the police authorities may (...) request from the entity delivering telecommunication services to establish identity of telecommunication addresses that have been connected at a certain moment (…).

(2) (…)

(3) (…)

(4) (…).

1.6. Having considered the content of the challenged provision of the Code, the Constitutional Court established that the provision of the Article 230, paragraph 2, of the Criminal Procedure Code, in the part which reads: “to request from the entity delivering telecommunication services to establish identity of telecommunication addresses that have been connected at a certain moment’’, while in force had been contrary to the Constitution of Montenegro and the provisions of the Article 8 of the European Convention.

1.7. The provisions of the following provisions are relevant for deliberation in this case:

Constitution of Montenegro: 

“Article 1, paragraph 2

Montenegro is a civil, democratic, ecological and the state of social justice, based on the rule of law.
Article 11, paragraphs 3 and 6
The power is limited by the Constitution and the law.

Constitutionality and legality shall be protected by the Constitutional Court.

Article 16, items 1 and 3

The law, in accordance with the Constitution, shall regulate:

1) the manner of exercising human rights and liberties, when this is necessary for their exercise;

3) the manner of establishment, organization and competences of the authorities and the procedure before those authorities, if so required for their operation;

Article 24

Guaranteed human rights and freedoms may be limited only by the law, within the scope permitted by the Constitution and to such an extent which is necessary to meet the purpose for which the limitation is allowed, in an open and democratic society.

Limitations shall not be introduced for other purposes except for those for which they have been provided for. 

Article 40

Everybody shall have the right to respect for his/her private and family life.

Article 42

Confidentiality of letters, telephone conversations and other means of communication shall be inviolable. The principle of inviolability of confidentiality of letters, telephone calls and other means of communication shall be deviated from only on the basis of a court decision, if so required for the purposes of conducting criminal proceedings or for the security of Montenegro.

Article 145

The law shall be in conformity with the Constitution and ratified international agreements, and other regulations shall be in conformity with the Constitution and the law.  

Article 149, paragraph 1, items 1 and 2 and paragraph 2
The Constitutional Court shall decide on the following: 

1) Conformity of laws with the Constitution and ratified and published international treaties;

2) Conformity of other regulations and general acts with the Constitution and the law;

If the regulation ceased to be valid during the procedure for the review of constitutionality and legality, and the consequences of its enforcement have not been

recovered, the Constitutional Court shall establish whether that regulation was in conformity with the Constitution, that is, with the law during its period of validity .”

The European Convention for the Protection of Human Rights and Fundamental Freedoms:

“Article 8
1. Everyone has the right to respect for his private and family life, his home and his correspondence.

2. There shall be no interference by a public authority with the exercise of this right except such as is in accordance with the law and is necessary in a democratic society in the interests of national security, public safety or the economic well-being of the country, for the prevention of disorder or crime, for the protection of health or morals, or for the protection of the rights and freedoms of others.” 

1.8. The Criminal Procedure Code, as one of the most important legal acts in a democratic society based on the rule of law and the protection of human rights, defines the rules of criminal procedure, which ensure appropriate legal framework for the prosecution and punishment of the perpetrators of criminal acts. From the aspect of constitutional law, when regulating the concepts of criminal procedure, the legislator is obliged to take on board the requirements set before it by the Constitution, especially the ones resulting from the rule of law principle and those which safeguard certain constitutional assets and values. In other words, they always have to be regulated in such a way so as to ensure that legitimate goals of criminal procedure be exercised, legal certainty of the objective legal order, certainty, accessibility, foreseeability and legal certainty of criminal procedure norms, respect for citizens’ rights guaranteed by the Constitution, pursuant to the requirements resulting from the rule of law, as the highest value of constitutional order, which is the basis for the interpretation of the Constitution (Article 1, paragraph 2 of the Constitution). In the specific case this is the right to the inviolability of the confidentiality of correspondence, telephone conversations and other means of communication, which can be deviated from solely based on judicial decision, if this is necessary for conducting criminal procedure or for the reason of national security. According to the Constitution, the function of trials falls within the exclusive competence of courts, which shall “rule on the basis of the Constitution, laws and ratified and published international agreements” (Article 118, paragraph 2 of the Constitution).

1.9. International law and the constitutions of most countries in the world proclaim the protection of individuals from the illicit interference with his/her privacy as a fundamental human right which enjoys legal protection. 

1.10. The European Convention for the Protection of Human Rights and Fundamental Freedoms, with the provisions of its Article 8 guarantees to everyone the right to respect for private and family life, home and correspondence (paragraph 1). According to the paragraph 2 of the Article 8 of the Convention, public authorities shall not interfere with the exercise (enjoyment) of the right to privacy “except if such interference is in accordance with the law and is necessary in a democratic society in the interests of national security, public safety or the economic well-being of the country, for the prevention of disorder or crime, for the protection of health or morals, or for the protection of the rights and freedoms of others”. The right to privacy, safeguarded by the provisions of the Article 8 of the European Convention, makes it possible for an individual not only to be protected from interference coming from the authorities, but also coming from other individuals and institutions, including also mass communication means. The expression “respect” covers the protection of an individual from the arbitrary interference of public authorities with his/her privacy, but it also obliges the state to take active part in ensuring this right. The right to respect for private life is restricted to the extent to which an individual himself/herself brings his/her private life in touch with public life or in close connection with other protected interests
. This also determines the scope of private life, which enjoys protection of the Convention. Three principles derive from the provision of the Article 8, paragraph 2 of the Convention, according to which the interference with privacy must be: (1) legal, i.e. regulated by law, (2) reduced to the necessary measure (principle of proportionality) and (3) only possible for the purpose of achieving the stated interests (which constitute basis for the interference with the right to privacy).

1.11. The European Court holds that it is desirable for the review of secret surveillance measures to be entrusted to courts, since judicial review offers the best guarantees to independence, impartiality and respect for procedure. The rule of law implies that the interference of authorities with individual rights should be subject to effective review
, especially when the law gives broad discretionary powers to executive power. 

1.11.1. In Rotaru v. Romania
, the European Court expressed the view that the review of secret surveillance measures must follow the values of democratic society as faithfully as possible, especially the rule of law:

“47. While the Court recognizes that intelligence services may legitimately exist in a democratic society, it reiterates that powers of secret surveillance of citizens are tolerable under the Convention only in so far as strictly necessary for safeguarding the democratic institutions (...). 

(...) 

59. (...) Supervision procedures must follow the values of a democratic society as faithfully as possible, in particular the rule of law, which is expressly referred to in the Preamble to the Convention. The rule of law implies, inter alia, that interference by the executive authorities with an individual's rights should be subject to effective supervision, which should normally be carried out by the judiciary, at least in the last resort, since judicial control affords the best guarantees of independence, impartiality and a proper procedure (...). 

1.11.2. In Klass and others v. Federal Republic of Germany
, the European Court took the stance that, the mere fact of the existence of the law which contains both the threat of supervision and surveillance, necessarily "strikes" at the freedom of communications among the beneficiaries of postal and telecommunication services and, by that constitutes the "interference of public authorities" with the exercise of the applicants’ right to respect for private and family life and correspondence.

“41. (...) 

Although telephone conversations are not expressly mentioned in paragraph 1 of Article 8, the Court considers, as did the Commission, that such conversations are covered by the notions of "private life" and "correspondence" referred to by this provision. 

In its report, the Commission expressed the opinion that the secret surveillance provided for under the German legislation amounted to an interference with the exercise of the right set forth in Article 8 para. 1. Neither before the Commission nor before the Court did the Government contest this issue. Clearly, any of the permitted surveillance measures, once applied to a given individual, would result in an interference by a public authority with the exercise of that individual’s right to respect for his private and family life and his correspondence. Furthermore, in the mere existence of the legislation itself there is involved, for all those to whom the legislation could be applied, a menace of surveillance; this menace necessarily “strikes” at freedom of communication between users of the postal and telecommunication services and thereby constitutes an "interference by a public authority" with the exercise of the applicants’ right to respect for private and family life and for correspondence.  

(...).

1.11.3. In Malone v. United Kingdom
, the European Court took the stance that subscribers’ itemized billing statements resulting from the communications among citizens have the status of secret correspondence and communication:
„56. The process known as "metering" involves the use of a device called a meter check printer which registers the numbers dialled on a particular telephone and the time and duration of each call.

(...).

(...).

64.  (...) As telephone conversations are covered by the notions of "private life" and "correspondence" within the meaning of Article 8 (art. 8) (see the Klass and Others judgment of 6 September 1978, Series A no. 28, p. 21, para. 41), the admitted measure of interception involved an "interference by a public authority" with the exercise of a right guaranteed to the applicant under paragraph 1 of Article 8 (art. 8-1). 
(...).

84.   (...) The records of metering contain information, in particular the numbers dialled, which is an integral element in the communications made by telephone. Consequently, release of that information to the police without the consent of the subscriber also amounts, in the opinion of the Court, to an interference with a right guaranteed by Article 8 (art. 8). 
1.11.4. In Copland v. United Kingdom
, the European Court confirmed the stance that the itemized billing statements – information on the dates and duration of telephone conversations and the numbers dialled – are also electronic communication and as such enjoy the constitutional right to privacy, in the same way in which the very content of telephone conversation is protected:

„43. The Court observes that the use of information relating to the date and length of telephone conversations and in particular the numbers dialled can give rise to an issue under Article 8 as such information constitutes an “integral element of the communications made by telephone” (see Malone v. the United Kingdom, 2 August 1984, § 84, Series A no. 82).The mere fact that these data may have been legitimately obtained by the College, in the form of telephone bills, is no bar to finding an interference with rights guaranteed under Article 8 (...). Moreover, storing of personal data relating to the private life of an individual also falls within the application of Article 8 § 1 (see Amann, cited above, § 65). Thus, it is irrelevant that the data held by the College were not disclosed or used against the applicant in disciplinary or other proceedings.“

1.12. The European Court in its jurisprudence related to the application of the Article 8 of the European Convention, in substantive legal sense, established the principles according to which the interference with the right to privacy, through the application of secret surveillance measures (therefore also the inspection of the itemized billing statements), requires: 

a) legally defined categories of persons who can be subject of such measure on the basis of the court decision and the procedure for the application of such measure; 

b) specifying criminal acts which secret surveillance measure can be applied for; 

c) duration of the measure, sanction for overstepping and abuse in the application of the measure and the procedure for judicial protection of the persons that the measure applies on, and 

d) respecting the principle of proportionality–between the violation (infringement intensity) of individual rights and freedoms while applying these measures and the seriousness of the criminal acts in the detection and proving of which these measures are applied.

1.13. It results from the views of the European Court, which are taken on board by the Constitutional Court, that the identity check of telecommunication addresses and the time of the connection being established (information related to the dialled numbers and the length of telephone conversation), constitute “integral part of a telephone conversation“, which enjoys constitutional protection of inviolability of the confidentiality of telephone communication, as well as in relation to the content and the data on published electronic communications. 

1.14. The provisions of the Article 42 of the Constitution guarantee the inviolability of the confidentiality of correspondence, telephone conversations and other communication means (paragraph 1), which may be deviated from solely on the basis of judicial decision for the purpose of conducting criminal proceedings or for the reason of national security (paragraph 2), or that the guaranteeing of the right to confidentiality (…) is not directed towards total prohibition of the possibility for secret data gathering, but to finding balance between the interests of security and the need for the protection of individuals from illicit interference with their privacy. The principle of judicial supervision, from the stated provision 42, paragraph 2 of the Constitution, according to the assessment of the Constitutional Court, implies that the court is the sole body authorized to approve the application of these measures, or that only court may allow derogation from confidentiality set forth by the provision of the Article 42, paragraph 1 of the Constitution. In order for secret surveillance measures to have legitimate goal, for the above constitutional reason, the same can be applied solely towards a person, for whom, prior to the application of secret surveillance measures, there exist specific “grounds for suspicion” on him/her committing a criminal act (objective and subjective elements of a criminal act). 

1.14.1. Conversely, the challenged part of the provision of the Article 230, paragraph 2 of the Code empowers the police in pre-trial procedure, in case of the existence of “grounded suspicion” of criminal act prosecuted ex officio being committed by legal entity providing telecommunication services
, to request the identity check of telecommunication addresses that managed to establish connection at certain time. 

1.14.2. In this way, the challenged part of the provision of the Article 230, paragraph 2 of the Code, gives the police discretionary assessment to collect data, without restrictions, from the operators of electronic communication networks and services that keep official records on the identification of subscribers and registered users of fixed and mobile telephony, acquires data on the date, beginning and end of communication and the length of the same, person for whom there are grounds for suspicion of having committed a criminal act (...), i.e. to carry out secret electronic surveillance of telecommunications. 

1.14.3. Since the police, as a public administration body, may carry out special investigative actions in pre-trial procedure without previously obtained court order, the Constitutional Court deemed that the challenged part of the provision of the Article 230, paragraph 2 of the Code breaches the inviolability of the right to the secrecy of telephone conversation (without the inspection of their content), or the secrecy of communication of the users of communication networks, guaranteed by the provision of the Article 42, paragraph 1 of the Constitution and allows “arbitrary interference of public authorities“ with the right to privacy, contrary to the provisions of the Article 8, paragraph 2 of the European Convention. 

1.15. In addition, the Constitutional Court deemed that the challenged provision violates the inviolability of the right to confidentiality of telephone conversations, not only of the person for whom there exist “grounds of suspicion” (..), but indirectly also of every third person (against whom no secret surveillance measures have been pronounced), with whom that person establishes telephone connection.

1.15.1. In Kruslin v. France
, the European Court adopted a particularly elaborated approach by using the evidence obtained with the application of special investigative techniques (interception of telephone conversation). Criminal department of the Court of Appeals in Toulouse (in 1985), convicted the applicant for aiding and instigating to murder, grand larceny and attempted grand larceny)
, based on indirect evidence (recorded telephone conversations related to a criminal act against another person). The European Court found as follows:

“26. Although it was Mr. Terrieux’s line that they were tapping, the police in consequence intercepted and recorded several of the applicant’s conversations, and one of these led to proceedings being taken against him (see paragraphs 9-10 above). The telephone tapping therefore amounted to an "interference by a public authority" with the exercise of the applicant’s right to respect for his "correspondence" and his "private life" (see the Klass and Others judgment of 8 September 1978, Series A no. 28, p. 21, § 41, and the Malone judgment of 2 August 1984, Series A no. 82, p. 30, § 64). The Government did not dispute this.
Such an interference contravenes Article 8 (art. 8) unless it is "in accordance with the law", pursues one or more of the legitimate aims referred to in paragraph 2 (art. 8-2) and furthermore is "necessary in a democratic society" in order to achieve them.
27. The expression "in accordance with the law", within the meaning of Article 8 § 2 (art. 8-2), requires firstly that the impugned measure should have some basis in domestic law; it also refers to the quality of the law in question, requiring that it should be accessible to the person concerned, who must moreover be able to foresee its consequences for him, and compatible with the rule of law.

33.  Tapping and other forms of interception of telephone conversations represent a serious interference with private life and correspondence and must accordingly be based on a "law" that is particularly precise. It is essential to have clear, detailed rules on the subject, especially as the technology available for use is continually becoming more sophisticated.
(…)

36. In short, French law, written and unwritten, does not indicate with reasonable clarity the scope and manner of exercise of the relevant discretion conferred on the public authorities. This was truer still at the material time, so that Mr. Kruslin did not enjoy the minimum degree of protection to which citizens are entitled under the rule of law in a democratic society (see the Malone judgment previously cited, Series A no. 82, p. 36, § 79). There has therefore been a breach of Article 8 (art. 8) of the Convention.”

1.16. Starting from the abovementioned, the Constitutional Court established that the police, without appropriate court decision, have no right to obtain data from the sphere of private communications, from telecommunication operators about the users of their services – against whom no secret surveillance measure have been pronounced (“third persons”), about the communication performed and the time of connection being established, since even these data constitute integral element of protected telephone communication, because of which the challenged provision of the Law is not in harmony with the provisions of the Article 42 of the Constitution.

1.17. By accepting the dynamic and evolutionary interpretation of the "criminal" provisions of the Constitution, which take into consideration the altered circumstances and the need for constant improvement of Montenegrin criminal procedural law, in accordance with relevant European legal standards and contemporary criminal policy of the country, the objectives of which are constantly harmonized with the changes at the national, regional and (European) global level, the Constitutional Court established that this part of the challenged provision of the Article 230, paragraph 2 of the Code, at the time of it being in force had not been in accordance with the provision of the Article 42 of the Constitution and the provision of the Article 8 of the European Convention.
II.1. From the quoted provision 149, paragraph 1, item 2 of the Constitution, results that the Constitutional Court decides on the harmonization of other regulations and general acts with the Constitution and the law. This provision establishes the competence of the Constitutional Court to decide on the constitutionality and legality of general legal acts and other regulations. In order for an act to have the character of a general act or other regulation, it is necessary for it to contain certain legal elements which define it as such. 

1.1. By the Action Plan, the scope of which is challenged by the proposal and the initiative, the Government of Montenegro determined the objectives, specific measures, competent bodies and deadlines for the implementation of the Programme for the fight against corruption and organized crime. 

1.2. Having considered the content, the subject matter being regulated and the legal nature of the Action Plan, the Constitutional Court established that in the specific case it was not the matter of a general act, which regulated certain legal relations or questions in a general way, but of a strategic act for the implementation of the policy of the Government of Montenegro in the area of the fight against corruption and organized crime, which did not have normative character and the meaning of a general act or another regulation and that it was not suitable for the assessment of the Constitutional Court, in the sense of the provision of the Article 149, paragraph 1, item 2 of the Constitution. 
1.3. Since the issue of competence is a procedural one, which is deliberated upon by the Court in the preliminary procedure, the Constitutional Court held that, pursuant to the provision of the Article 28, item 1 of the Law on Constitutional Court there were no procedural assumption for the procedure to be conducted and for deliberation, for the evaluation of the measures (page 19) of the Action Plan of the Government of Montenegro, which, among other things, had been requested in the motion and the initiative.

2. On the basis of the stated reasons, it was decided as in the operative part of this decision.

III. The decision to publish this judgment is based on the provisions of the Articles 151, paragraph 2, Article 152, paragraph 1 of the Constitution of Montenegro and the Article 34, paragraph 1 of the Law on Constitutional Court of Montenegro.

Reg. no. 90-08 and 96-08                                  CONSTITUTIONAL COURT OF MONTENEGRO
18th July 2013                                                                                PRESIDENT,            
 

P o d g o r i c a                                                                  Prof. Milan Marković, PhD (signed)
� � The provisions of the Article 230 of the Law (chapter: COURSE OF PROCEEDINGS, A. PRE-TRAIL PROCEEDINGS, Chapter XVIII – REPORTING CRIMINAL OFFENCES AND POWERS OF BODIES CONDUCTING PRE-TRIAL PROCEEDINGS) prescribes: 


(1) Where there are grounds for suspicion that a criminal offence which is subject to prosecution by virtue of office has been committed, the police shall inform the competent State Prosecutor and take necessary measures as a self-initiative or upon a petition by a State Prosecutor, with a view to discovering the perpetrator, preventing the perpetrator or accomplice from fleeing or hiding, discovering and securing traces of the criminal offence and items which may serve as evidence, and to gathering all information which could be useful for conducting the criminal proceedings successfully. (2) In order to fulfill the duties referred to in paragraph 1 of this Article, the police authorities may seek information from citizens, apply polygraph testing, conduct voice analysis, perform antiterrorist raid, restrict movement to certain persons in a certain area for a relevant period, publicly offer a reward with the view of collecting information, request from the entity delivering telecommunication services to establish identity of telecommunication addresses that have been connected at a certain moment, carry out a necessary inspection of the means of transportation, passengers and luggage; undertake necessary measures related to the establishment of the identity of persons and the sameness of items, take a DNA sample for analysis, issue a wanted notice for a person or warrant for seizure of items which are subject to a search, inspect, in the presence of the authorized person, facilities and premises of state authorities, companies, other legal persons and entrepreneurs, have insight in their documentation and seize it where needed, and take other necessary measures and actions in compliance with this Code. Records or an official annotation shall be made on the facts and circumstances established in the course of individual actions, which may be of importance for the criminal proceedings, as well as on discovered or seized items. The police may also make audio or audiovisual recordings of the execution of certain actions from this paragraph, in which case such recordings shall be enclosed with the record or the official annotation thereon. (3) (…). (4) A person against whom some of the actions or measures referred to in paragraphs 2 and 3 of this Article have been undertaken shall be entitled to file a complaint with the competent State Prosecutor.


�








� Judgment of the European Court in the case: Van Oosterwijck v. Belgium, of 6th November 1980, Series A, no. 40, paragraph 35 –“This means, inter alia, that one must realistically take into consideration not only the existence of formal legal remedies in the legal system, but also the overall legal and political context, as well as applicant’s personal circumstances”.


� Judgement in the cases: Silver v. United Kingdom, of 25th march 1983 and Lukass and others, of 6th September 1978.


� (judgment of the Grand Chamber of 4th May 2000, application no. 28341/95) 


� Judgment of 6th September 1978.


� Judgment of 2nd August 1984, application no. 8691/79.


� Judgment of 3rd April 2007, application no. 62617/00.


� The Law on Electronic Communications (“OG MNE", no. 0/08, 70/08, 49/10 and 32/11), which is a systemic law in the area of electronic communications, lays down the duties and the restrictions of public communication network operator, in the procedure upon the request of a public authority for identity check of telecommunication addresses, as follows: 


- (1) Operators of public communication networks and services have the duty to retain certain data on interchange and location, as well as relevant data necessary for the identification of subscribers and registered users, both legal entities and natural persons, to the extent as such data have been generated or processed by them, in order to ensure for such data to be at the disposal of public authorities in line with the law; (2) the duty to retain data from the Article 127 of this law also refers to the data related to unsuccessful calls (connection not established, no response from the other side, or network management interventions), in case such data are generated and processed in relation to telephone services or Internet logging services extended by operators; (3) the duty from the paragraph 1 of this article is not related to and shall not apply to the data which disclose the content of electronic communication. (4) (...); (5) (...). (Article 126, paragraphs 1, 2 and 3)


- (1) Operators of electronic communication networks and services are obliged to perform the retention of certain category of data related to: 1) data necessary for the retrieval and identification of the source of certain communication with fixed and mobile telephony (caller number, subscriber’s name and address or of authorized user), Internet access, Internet e-mail and Internet telephony (assigned user ID(e)), user ID and telephone number assigned to every communication which enters the public telecommunication network and the name and address of the subscriber or authorized user whose Internet Protocol address (IP), user ID or telephone number assigned during communication); 2) data necessary for the identification of destination of certain communication with fixed and mobile telephony networks (selected or dialled number in cases of engaging additional services, like call servicing or call transfer, number(s) which the call is made to and the name and address of the subscriber or authorized user), Internet e-mail and Internet telephony (user ID or the telephone number of the intended receiver of Internet telephone call and the name and address of the subscriber or authorized user and user ID of the intended communication receiver); 3) data necessary for the identification of date, time and length of certain communication with fixed and mobile telephony networks (date, beginning and end time of the communication and length of communication), Internet access, Internet e-mail and Internet telephony (Internet access log-in and log-off date and time, based on certain time zone, together with IP address, either dynamic or static, assigned to certain communication by the Internet access provider, user ID of the subscriber or authorized user and date and time of Internet e-mail log-in and log-off or of Internet telephony service, based on certain time zone); 4) (…); 5) (…);6) (…). (Article 127, items 1, 2 and 3).


� Judgment dated 24th April 1990.


� One piece of evidence was the recording of the telephone conversation made by the applicant using the phone line that had belonged to a third party, and in relation to another procedure. The European Court took the stance that no adequate legal basis existed in French criminal procedure law for such procedure.
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